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The Questions

1. What Is Happening?
2. How Do We Know China Is Developing the 

Means to Crash Power Grids? 
3. Can Russia Exploit Chinese Clean-Tech ? 
4. Solutions ?



1. What Is Happening?



From Russian Fossil Fuels → Chinese Clean Tech 
• From Russian Fossil Fuels → 

Chinese Clean Tech (solar, wind, 
batteries): energy dependency 
has shifted, not disappeared.

• Massive Growth of Renewables: 
solar, batteries and wind 
dominated by Chinese supply 
chains.

• Digitalization of Renewables: 
smart systems, remote access, 
and cloud control.

• New Vulnerability: remote 
operability creates pathways for 
cyber and cyber-physical attacks.



A Huge Problem Has Emerged In Clean Tech
Example from solar sector: about 65% of EU solar 
power is controlled by China, mainly via Huawei, a 

company labeled a security threat in many EU 
countries and banned in the U.S. market

• The Chinese National Intelligence Law 
includes the controversial Article 7, 
which requires citizens and 
organizations to support national 
intelligence efforts

• Clean-tech vendor might be forced to 
provide full remote access to the clean-
tech fleet, incl. the firmware updates

• In other sectors, it is already happening: 
Chinese Communist Party increasingly 
using commercial civilian companies to 
carry out cyberattacks

PV inverter shipments to Europe over 2015-2023 in Gwac, data source: 
SolarPower Europe, Solutions for PV Cyber Risks to Grid Stability

https://www.cna.org/our-media/indepth/2024/09/fused-together-the-chinese-communist-party-moves-inside-chinas-private-sector
https://www.congress.gov/crs-product/R47012
https://www.nbcnews.com/tech/security/china-used-three-private-companies-hack-global-telecoms-us-says-rcna227543
https://www.cna.org/our-media/indepth/2024/09/fused-together-the-chinese-communist-party-moves-inside-chinas-private-sector
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z


How can they abuse remote access to solar?

• The manufacturer has remote access 
to all settings, including advanced ones

• Can send commands to:
• Adjust operational status and mode
• Change frequency
• Change voltage outputs
• Suddenly switch off 
• Suddently switch on
• Switch from active to reactive 

power
• Change safety settings
• Change grid parameters settings



How can they abuse remote access to solar?
• Malicious lines of code injected to the 

firmware
• Instructions can execute based on 

certain trigger (date, time, local grid 
conditions, or any other combination of 
external input)

• Can:
• Change operational parameters
• Sudden shutdown and power on
• Abrupt changes in inverter output
• Disable cooling fans
• Disable software-level protections
• Can completely brick (destroy) 

inverter



Outsourcing Of Control And Monitoring
• Applies mainly to commercial and utility-

scale power plants
• The inverter is often not connected to the 

manufacturer’s cloud („remote brain“)
• But the entire solar system is controlled by a 

SCADA system outsourced to a third party 
and often connected to the cloud or having 
remote access

• The third party is often Chinese
• It’s also a problem if originally European but 

later acquired by China (Meteocontrol, 
Bazefield)

• It is also a problem if control over the entire 
fleet can be entrusted to any individual 
without a clearance (imagine that individual 
controls the power output equivalent to a 
nuclear power plant)



Destabilizing the Power Grid? Yes, They Can
• Iberian blackout: sudden losses on the order of a few GW already have the 

potential to cause destabilization. 
• China controls hundreds of GWs in EU !

RaboResearch: Facts and lessons learned from the Iberian blackout

https://www.rabobank.com/knowledge/d011479255-facts-and-lessons-learned-from-the-iberian-blackout
https://a2news.mediadesk.ai/english/rajoni-bota/bota/7--ne-spanje-nga-nderprerja-e-energjise-i1146771


Destabilizing the Power Grid? Yes, They Can
• Two large simulation studies have been carried 

out

• Publicly available one by DNV comissioned by 
SolarPower Europe

• Proprietary national study within the Czech 
Republic conducted by ČSRES (association of TSO 
and DSOs)

• Conclusions of DNV: Massive inverter 
manipulation and sudden voltage profile changes 
(inductive/capacitive reactive power outputs) show 
potential critical impacts on system stability in 
the continental European synchronous area

• Conclusions of ČSRES: the current situation 
represents a risk to the secure operation of the 
national power grid and needs to start being 
mitigated

https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z


2. How Do We Know China Is 
Developing the Means to Crash 
Power Grids?



China Is Studying How To Crash Our Power Grids
• Study of Chinese academic publications revealed 

extensive research into techniques for causing 
cascading failures in Western power grids

• The easiest entry point to carry out these types 
of attacks is Chinese internet connected clean-
tech (solar inverters, battery energy storage …)

For full version of the study: erika.langerova@cvut.cz



China Is Studying How To Crash Our Power Grids
The research is linked to defense universities directly supporting Chinese army and intelligence

NUDT is the best-funded
military university in China !

For full version of the study: erika.langerova@cvut.cz



China Is Studying How To Crash Our Power Grids

Source: A Novel Cascading Faults Graph Based Transmission Network 
Vulnerability Assessment Method

Source: Electric Power Grid Invulnerability Under 
Intentional Edge-Based Attacks

For full version of the study: erika.langerova@cvut.cz



Energy is the target In Israel
- Arson attack on a 
solar power plant near 
Kibbutz Neve Or, 
financial motivation 
(extortion)

- Cyberattack by the 
Al-Qassam Brigades 
(Hamas) on electricity 
supply systems for 
Kibbutz Mefalsim

In Taiwan
- Kinetic attacks 
(China) on exact 
replicas of Taiwan’s 
LNG terminals 

- Cyberattacks (China) 
on the power grid occur 
daily, TSO detecting up 
to 5 million attack 
attempts per day* 
*(includes port scanning)

In Europe
- Kinetic (Russia), and cyber attacks 
(Russia, China), including successful 
cyber attacks on solar power plants in 
Ukraine

In the U.S.
- Sabotage attacks (neo-Nazis, 
radicals), shootings at substations 

- Cyberattacks (China) breaching 
critical infra and maintaining access 
for a future disruptions

Rising attempts at physical, cyber, and espionage attacks on 
energy infrastructure have been recorded in the U.S., Europe, 
Taiwan, and Israel.

Data source for this slide: Author’s OSINT compilation



China And Russia Are Behind Power Sector Attacks

• China and Russia are almost 
solely responsible for the 
sucessfull attacks on power 
grids

• For Russia, destructive attacks 
are typical; for China, espionage.

• Typhoon hacker campaigns 
show that the Chinese have 
attempted to infiltrate
infrastructure to preposition for 
possible later destruction.

• The possibility that China 
could shift to destructive 
attacks cannot be ruled out.

Data source for this slide: Author’s OSINT compilation



3. Can Russia Exploit Chinese
Clean-Tech ? 



Direct Control Via Stolen Access Rights
• The Chinese inverters are facing 

problems with poor cybersecurity. 
• Weak passwords, vulnerabilities on 

cloud platforms, easy to break into
• A hacker can exploit the 

vulnerability and send commands to:
• Adjust operational status and 

mode
• Change frequency
• Change voltage outputs
• Suddenly switch off / on
• Switch from active to reactive 

power
• Change safety /grid settings
• Upload malicious firmware
• Destroy the inverter or try to set it 

on fire
Willem Westerhof, Bureau Veritas, Horus 2.0 Scenario

Vangelis Stykas, Gridlock

Willem Westerhof, Bureau Veritas, Horus 2.0 Scenario

https://www.youtube.com/watch?v=TVmLAtQvDt4
https://www.youtube.com/watch?v=7T6I-VcWQ0o
https://www.youtube.com/watch?v=TVmLAtQvDt4
https://www.youtube.com/watch?v=TVmLAtQvDt4
https://www.youtube.com/watch?v=TVmLAtQvDt4


Cyber-Physical Attacks
• Highly relevant in the context of Russian hybrid 

warfare across Europe
• A proprietary PoC study showed that hacker can 

exploit vulnerabilities in and send commands to:
• Destroy the solar inverter or set it on fire
• Set other parts of the system on fire
• Sabotage and potentially explode the battery 

connected to the solar inverter

• In the event of a conflict with NATO, it may be 
used to overwhelm regional fire departments.

      
 

MC4 connector overheating \ melting 
which typically leads to hazardous DC 

arcs, courtesy of SolarDefend company
IISS Research Report: The Scale of Russian Sabotage Operations Against Europe’s 

Critical InfrastructureWillem Westerhof, Horus 2.0 Scenario

https://solardefend.eu/
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure/
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure/
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure/
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure/
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure/
https://www.youtube.com/watch?v=TVmLAtQvDt4


4. Solutions ?



A Comprehensive Approach
No Quick Fix: New Strategy and Framework Necessary
The challenge we face cannot be solved with a quick fix. It requires long-term 
solutions that address various factors in parallel.
• Key Solutions:

• Define sector-specific binding standards: Clear, binding „clean-tech 
specific“ standards on what constitutes a "secure" installation, operator, 
firmware etc. must be established. 

• Amendments to legislation: Address the gap in legislation, particularly the 
lack of coverage for residential installations. Without this, a baseline level of 
security cannot be guaranteed.

• Education & Awareness Programs: Stakeholders, including consumers and 
businesses, must be educated about the risks and importance of secure 
solar installations

Creates stable environment for commercial
companies to step in to develop solutions



Problems encountered so far: Chinese lobby
Leading Chinese inverter manufacturers are members in the following EU 
associations, similar situation is in national associations:
BRUEGEL, CEPS, CIPL, ECSO, EIF (European Internet Forum), FFTH, SmartEN, 
BEDER, BusinessEurope, CCCEU, CERRE, CharIn, CSR Europe, DIGITALEUROPE, 
ECTA, Eurelectric, EPC, ESF (European Service Forum), GESI, RBA (Responsible
Business Alliance), SolarPower Europe, EASE (European Association for Storage 
of Energy)
Stakeholders who profit from Chinese overcapacity do also reject the idea of 
restrictions and fundamentally downplay the problem

For too long, only solar and other industry associations — whose membership base is heavily 
made up of Chinese companies — were invited to the discussions. As a result, the issue could 
not be brought up officially for a long time. For more context see: 

https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/

https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/
https://www.politico.eu/article/huawei-blacklisted-eu-solar-panel-lobby/


EU authorities are stalled
• There are deep concerns about the EU Commission’s current approach to 

addressing the risks.
• For too long the Commission has been preoccupied with repeated risk 

assessments, warning of the dangers of high-risk vendors in our energy 
infrastructure, yet failing to put forward tangible proposals beyond further 
studies*.

• The only European bodies responding to the threat with concrete steps are 
the Lithuanian Ministry of Energy banning Chinese remote access to solar, 
wind and batteries and the Czech National Cyber and Information Security 
Agency (NÚKIB), which has issued warnings, including a warning for solar
inverters. 

* Risk assessment report on cyber resilience on EU’s telecommunications and electricity sectors published in July 2024 and another Risk assessment announced 
by European Commission for the solar industry in response to written questions. The ICT Supply Chain Toolbox mentioned in the answer by the Commission, is still 
under development since Council Conclusions of October 2022, and will only propose a joint methodology, no restrictive measures like the 5G toolbox. 

https://www.pv-magazine.com/2024/11/18/lithuania-bans-remote-chinese-access-to-solar-wind-storage-devices/
https://nukib.gov.cz/en/infoservis-en/news/2280-nukib-issues-a-warning-regarding-certain-products-of-the-company-deepseek/
https://nukib.gov.cz/download/publikace/analyzy/Cinske-stridace-v-malych-FVE.pdf
https://nukib.gov.cz/download/publikace/analyzy/Cinske-stridace-v-malych-FVE.pdf
https://digital-strategy.ec.europa.eu/en/news/risk-assessment-report-cyber-resilience-eus-telecommunications-and-electricity-sectors
https://www.europarl.europa.eu/doceo/document/P-10-2025-001967-ASW_EN.html#def1
https://data.consilium.europa.eu/doc/document/ST-13664-2022-INIT/en/pdf


Letter from
MEPs to EU 

Commission
29 October 2025



Letter from
Congress to 
Secretary of 
Commerce

14 November 2025



Conclusion
The Problem Won't Go Away

• The issue is not going to disappear on its own

• The sooner we act, the better

Progress is Being Made

• While the process is slow, there are signs of movement in the right direction in 
several member states

• Authorities and stakeholders are beginning to address the issues, though it will take 
time to implement the full solution.

Looking Ahead

• With the right framework in place, we can ensure that secure installations become 
the standard.

• This will not only enhance safety but also open up new opportunities for innovation 
and commercial solutions.



www.uceeb.cz


	Snímek 1: Problems and Solutions to Cybersecurity Crises in Renewables 
	Snímek 2
	Snímek 3: 1. What Is Happening?
	Snímek 4: From Russian Fossil Fuels → Chinese Clean Tech 
	Snímek 5: A Huge Problem Has Emerged In Clean Tech
	Snímek 6: How can they abuse remote access to solar?
	Snímek 7: How can they abuse remote access to solar?
	Snímek 8: Outsourcing Of Control And Monitoring
	Snímek 9: Destabilizing the Power Grid? Yes, They Can
	Snímek 10: Destabilizing the Power Grid? Yes, They Can
	Snímek 11: 2. How Do We Know China Is Developing the Means to Crash Power Grids?
	Snímek 12: China Is Studying How To Crash Our Power Grids
	Snímek 13: China Is Studying How To Crash Our Power Grids
	Snímek 14: China Is Studying How To Crash Our Power Grids
	Snímek 15: Energy is the target
	Snímek 16: China And Russia Are Behind Power Sector Attacks
	Snímek 17: 3. Can Russia Exploit Chinese Clean-Tech ? 
	Snímek 18: Direct Control Via Stolen Access Rights
	Snímek 19: Cyber-Physical Attacks
	Snímek 20: 4. Solutions ?
	Snímek 21: A Comprehensive Approach
	Snímek 22: Problems encountered so far: Chinese lobby
	Snímek 23: EU authorities are stalled
	Snímek 24: Letter from MEPs to EU Commission 29 October 2025
	Snímek 25: Letter from Congress to Secretary of Commerce 14 November 2025
	Snímek 26: Conclusion
	Snímek 27

